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Agenda  

ÂConnected Car Will Change Our Industry  

ÂA Look Into Automotive Security ï Some Basics  

ÂWhatôs Needed For Automotive Security 
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Connected Car Will Allow  

Apps  Content from Cloud  Software Updates  

V2I for Convenience  V2V for Safety  
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Connect Car Will Allow Autonomous Driving  

Page 4 2015 -02 -15  Copyright © Infineon Technologies AG 2015. All rights reserved.  



Convergence of Automotive & Consumer Worlds  
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Similar to the PC Market  
History Repeats Itself ï Changing Value Stream  
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What does this mean?  

New Requirements are Necessary  

to Support the Connected Car  
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New Requirements for Connected Cars  

Protection against 

unintentional errors, 

malfunctions and   

anomalies 

 

ÅWrong Calculations 

 

ÅUncontrolled Behavior of Safety 

Related Systems 

 

ÅHW Fails Within Lifetime 

 

Security Protection against 

intentional errors, 

tampering, theft and 

data privacy 

Å Theft of IP/Content 

 

Å Hacking of System 

 

Å False Data Communicated 

 

Å Data Privacy  

Safety 

Functional Safety 

Dark-Side Scenarios 
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Automotive Security Dark -Side Scenarios  

2011  

2010  

www.autosec.org 
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Papersô Conclusions 

 
ñéshould be read as a wake - up call éò 
 

today's car owners should not be alarmed, éit is time to focus 
squarely on addressingéautomotive security issueséò 

 
ñpotential analogy with desktop personal computersé pervasive 
broadband connectivity  exposedé latent flawsé to attackerséò 

 
ñéwill require a concerted effort from all relevant stakeholders éò 
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February 2015 Examples  

Senator Markey Report  
with 8 Key Findings  
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BMW Security Patch  

http://www.markey.senate.gov/news/press-releases/markey-report-reveals-automobile-

security-and-privacy-vulnerabilities 



Basic Security Elements/Functions  

Secure Memory  

For  

Passwords & Certificates  

Cryptography  

For  

Encryption & Decryption  

Authentication  

For  

Genuine Confirmation  

Root of Trust  

Designed As & Always  

Assumed As Genuine  

Revocation  

Is the ability to Cancel  

Security Clearance  
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Security Technology Already Exists  

Smart Card Security Technology  

Will Be Needed For the Connected Car  

 

Adapted  

Smart Card Security Technology = Dedicated Security Microcontroller  
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Smart Cardôs Since 1980ôs 

Prepaid Phone Cards 

1980ós ... 

Secure Memory Card 

1994 

Health 

Insurance ID cards 

Pay-TV 

Debit Cards 

Patient cards 

Contactless Chip Cards 

Secure Controller Cards 

Debit / Credit cards 

Ticketing 

Computers 
Content 

Protection 

e-Passports 

Trusted Platform 

Modules 

Contactless Label/ID/Tags 

Applications 

Technologies 

2000 

GSM Phones 

3G Phones 

2006 
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